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THORNTON PRIMARY SCHOOL

Love ¢ Respect ¢ Ambition

Privacy Notice 2026-2027

Data Protection Officer: David Ashcroft, Headteacher
Contact: head@thorntonprimary.lancs.sch.uk | 01253 821128

1. Introduction

Thornton Primary School is committed to protectingthe privacy and security of personal information
relatingto our pupils, parents and carers, staff, governors, visitors and other members of our school
community.

This Privacy Notice explains what personal information we collect, why we collect and use it, how we
protectit, who we may shareit with and the rights individuals have in relation to their personal
information.

We recognise that pupils' personal information is particularlyimportant and that children require
appropriate protection and clear, age-appropriate information about how theirinformationis used.

This notice should beread alongside the school's Data Protection Policy, Records Management and
Retention Schedule, Online Safety Policy, Safeguardingand Child Protection Policy and other relevant

school policies and procedures.
The school will comply with applicable data protection legislation and guidance, including:

¢ the UK General Data Protection Regulation (UK GDPR);

e the DataProtection Act 2018;

e the Data(Use and Access) Act 2025;

e relevanteducation legislationand regulations;

e guidanceissued by the Department for Education (DfE); and

e guidance and codes of practice issued by the Information Commissioner's Office (ICO).

The DfE's current guidance requires schools to make privacy notices freely available, keep them clear and
accessible, and review them at least annually and whenever there is a significant change in how personal

datais processed.
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2. Who is responsible for your information?

For most personal information processed by Thornton Primary School, the school is the data controller.

The data controller determines what informationis collected, why it is collected, how it is used, who it may
be shared with and how long it should be retained.

The school has appointed a Data Protection Officer (DPO) who provides advice and monitors compliance
with data protection requirements.

Data Protection Officer:

David Ashcroft, Headteacher

Thornton Primary School

Email: head@thorntonprimary.lancs.sch.uk
Telephone: 01253 821128

The DPO can be contacted by pupils, parents/carers, staff or otherindividuals who have questions or
concerns about how their personal informationis being processed.

3. What information do we collect?

We collect and hold informationabout pupils and their families that is necessary for the effective
operation of the school and the education, safeguardingand wellbeing of pupils.

This may include:
Personal information

e pupilname;

e dateof birth;

e address;

e telephonenumbers;

e email addresses;

e emergency contacts;

e unique pupil number;

e admission and school historyinformation;

e photographsand videos where appropriate;
¢ identifiersused by school systems.

Educational information
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e assessmentand attainmentinformation;

e progress information;

e curriculumand learninginformation;

e educationalrecords;

e intervention and supportinformation;

e information relatingto special educationalneeds and disabilities (SEND);
e informationrelatingto Education, Healthand Care Plans (EHCPs).

Attendance and behaviour information

e attendanceandabsencerecords;

¢ latenessinformation;

e reasonsforabsence;

e behaviourrecords;

e exclusionsand suspensions;

o safeguardingand welfareinformation where relevant.

Special category information
Where necessary and lawful, we may process special category information, including:
¢ health and medical information;
e SEND information;
¢ information concerningracial or ethnic origin;
o religious or philosophical information;

¢ informationrelatingto a pupil's wellbeing;
e biometricinformation where lawfully used.

Safeguarding information
We may process information relatingto safeguarding, child protection, welfare concerns and referrals. This
may include informationrecorded on the school's safeguarding systems and informationreceived from

parents, pupils, other professionals, the local authority, health services, police or children's social care.

Safeguardinginformationwill be processed and shared where necessary to protect children and promote
their welfare.

4. Information about parents, carers and families

We may collect information about parents, carers and other individuals with parental responsibility,
including:

e names;
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e addresses;

e telephonenumbers;

e emailaddresses;

¢ relationship tothe pupil;

e parentalresponsibility information;

e emergency contactinformation;

¢ information necessaryto support attendance, safeguardingand welfare;

¢ information requiredto administerpayments, trips, clubs and other school services.

We may also receive informationfrom other professionals or organisations where this is necessary to
safeguard or support a pupil.

5. Why do we collect and use personal information?

We collect and use personal informationto:

e provideeducationand supporttoourpupils;

e support pupils'learningand development;

e monitorandreport progressand attainment;

e identifyand support pupils with SEND;

e provide pastoral careand support;

e promote pupils' wellbeing;

e safeguard children and adults;

¢ monitorandimprove attendance;

e manage behaviour, suspensions and exclusions;

e administer admissionsand transfers;

e meet our statutoryduties;

e comply with education and other legal requirements;

e organise educationalvisits, activities and clubs;

e communicate with parents and carers;

e provideappropriate medical and first-aid support;

e administer school finances and payments;

e manage school systems and services;

e monitorandimprove the quality of education and services;

e supportequality, inclusionand accessibility;

¢ meet health and safety responsibilities;

e preventand detect crime, fraud and other unlawful activity;

e provideinformationto the Department for Education and other statutory bodies;
e supportresearch and statistical analysis where permitted by law; and
e respondtocomplaints, enquiries and requests relatingto personal data.

We will only collect informationthatis necessary, adequate, relevant and proportionate for the purposes
for which it is being processed.
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6. Our lawful bases for processing information

Data protection law requires the school to identify a lawful basis for processing personal information.
Dependingon the circumstances, the school may rely on:

o legal obligation — where the school is required by law to processinformation;

¢ publictask —where processingis necessary for the school to perform a task in the publicinterest or
exercise official authority;

¢ legitimate interests — where applicable and appropriate, takingaccount of the rights and interests
of individuals;

e contract —where processingis necessary to fulfil a contract;

e consent— where the law requires or permits consent to be used;

o vital interests — where processing is necessary to protect someone's life in an emergency.

The lawful basis used depends upon the particular processing activity. Consentis therefore not required
simply because personal information is being collected.

Where we process special category information, we will also identify an appropriate additional condition
under data protection legislation.

Where informationrelatingto criminal offencesis processed, we will ensure that the additional legal
requirements for such processingare met.

The school will maintain appropriate records of its processing activities and will review its lawful bases
when processingarrangements change.

7. Consent

Where the school relies on consent, consent will be:

o freelygiven;

e specific;

¢ informed;

e unambiguous;

e recorded appropriately;and
e capable of beingwithdrawn.

Where appropriate, pupils and parents/carers will be given clear information aboutwhattheyare
consentingto and how they can withdraw consent.

Withdrawing consent will not affect processingthat has already taken place lawfully.
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Where the school has another lawful basis for processinginformation, withdrawing consent will not
necessarily mean that the school must stop processingthe information.

8. Collecting pupil information

Most of the informationthe school collectsis required by law or is necessary for the school to carry out its
responsibilities.

Where informationis voluntary, we will make this clear and explain whether thereis a choice about
providingit.

We will normally collect information directly from pupils, parentsor carers, but information may also be
received from:

e previousschools;

e nurseriesand earlyyears settings;

e thelocalauthority;

e the Department for Education;

e health professionals;

e children'ssocial care;

¢ the policeand othersafeguardingagencies;

e othereducation providers;

e professionalssupportinga pupil;

e examinationand assessment organisations;and
e otherorganisations where thisis lawful and necessary.

9. Information sharing

Thornton Primary School will share personal information where there is a lawful basis to do so.
We will not share personal information simply because someone asks for it.
Information may be shared where:

e thereisalegalrequirement;

e itis necessaryto protecta child or another person;

e itis necessaryfor safeguardingor child protection;

e itisnecessaryto provide education orsupport;

e itis necessaryto fulfil a statutory duty;

e itisnecessaryto provide services;

e itisnecessaryto comply with a court order or otherlegal process; or
e anotherlawful basis applies.
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We will consider necessity, proportionality, confidentiality and the rights of individuals before sharing
information.

Safeguarding considerations will always take priority where necessary to protect a child from harm.

10. Organisations and systems with which we may
share information

Dependingon the circumstances and the services being provided, information may be shared with
organisationsincluding:

e Llancashire County Council;

e Departmentfor Education;

e Ofsted;

e schoolsand othereducation providers;

e NHS and school nursingservices;

e health professionals;

e Children'sSocial Care;

e policeand other safeguardingagencies;

e CAMHSand otherappropriate supportservices;

e educational psychologistsand specialist professionals;
e organisations supporting pupils with SEND;

e examinationand assessment organisations;

e schooltransportand swimmingservices;

e educationalvisit providers;

¢ paymentandadministration providers;

e school photographers;

e catering and milk providers;

¢ IT and educational technology providers;

o safeguardingand pastoral support organisations; and
e otherorganisations providing services to the school.

The school maintains records of the systems and third parties used to process personal information.

Where an external organisation processes information on the school's behalf, the school will ensure that
appropriate contractualand data protectionsafeguards arein place.

11. Educational technology and online services

Thornton Primary School uses a range of digital systems and educationalapplications to support teaching,
learning, communication, administration, safeguardingand pupil wellbeing.
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These may include, where currently used by the school:

o SIMS;

e CPOMS;

e ParentPay;
e Evolve;

e DL

e BugClub;

e Times Tables Rock Stars;
e EdShed;and

e otherapproved educational applications and platforms.
The list of systems may change as the school's needs develop.

Before introducing new systems, the school will consider data protection, security, privacy and
safeguardingrequirements and, where appropriate, complete a Data Protection Impact Assessment (DPIA).

The school will not use an educationalapplicationsimply becauseitis useful; appropriate consideration
will be given to the information being processed, the provider, security arrangements, contractualterms
and the needs and rights of pupils.

12. Artificial Intelligence

The school recognises that artificial intelligence (Al) can provide educationaland administrative benefits
but may also create risks to personal privacy.

Staff must not enter confidential, sensitive oridentifiable pupil, parent or staff informationinto Altools
unlessthe school has specifically authorised the tool and appropriate data protection safeguardsarein
place.

The school will consider:

¢ what personalinformationan Al system processes;

e whytheinformationisrequired;

e wheretheinformationisstored;

¢ whetherinformation is shared with third parties;

¢ whetherinformationis used to train Al models;

e security arrangements;

e retentionarrangements;

e whethera DPIA is required;and

e therightsandinterests of children and otherindividuals.

The school will follow current DfE and ICO guidance when usingAl.
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13. Photographs, videos and CCTV

Photographsand videos may be taken in school and during school activities for purposes including:
e teachingandlearning;
e recordingschool activities;
e celebrating pupil achievements;
¢ school communications;
¢ the schoolwebsite and social media;

¢ newslettersand publications;
o safeguardingand security.

The lawful basis for using photographs orvideos will depend upon the purpose for which they are being
used.

Where consent is required, the school will seek it appropriately.

The school may also operate CCTV or other security systems where necessary for safeguarding, security,
health and safety or the prevention and detection of crime.

CCTVimages will only be accessed and disclosed where there is a lawful reasonto do so

14. Filtering, monitoring and safeguarding

The school uses appropriate filteringand monitoring systems to support online safety and safeguarding.

Information generated through filteringand monitoring mayinclude informationabout websites accessed,
searches, alerts or other activity where necessary for safeguarding.

Such information will be accessed only by authorised individuals and will be handled in accordance with
data protection, safeguardingand information security requirements.

The school recognises that filteringand monitoringinformation may contain sensitive information and will
ensure thataccess is appropriately restricted.

15. Department for Education and statutory data
collections

The schoolis required by law to provide certain informationabout pupils to the Department for Education
and other statutory bodies.
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Thisincludesinformation provided through statutory data collections such as the School Census and,
where applicable, early years and other statutory collections.

The lawful basis for each statutory collection is determined by the relevant legislation and DfE
requirements.

DfE data collections support purposesincluding:

e education funding;

e monitoringeducational standards;
e planningeducationservices;

e accountability;

e policydevelopment;

o statistical analysis;

e research;and

e supportingthe education and wellbeing of children.

The school will only provide information required by the relevant statutory collection.

16. National Pupil Database

The Department for Education maintains the National Pupil Database (NPD), which containsinformation
about pupilsin England.

Information supplied through statutory collections may form part of the NPD.

The DfE may use information from the NPD for purposesincluding research, analysis, statistics, policy
development and the improvement of education and children's wellbeing.

The DfE applies controlsto the access and use of NPD information and organisations receivinginformation
must comply with relevant requirements.

Furtherinformationisavailablein the DfE's National Pupil Database Privacy Notice.

17. How we keep information secure

Thornton Primary School takes appropriate technical and organisational measures to protect personal
information against:

e unauthorised access;
e accidentalloss;

e destruction;

e misuse;
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e alteration;
e disclosure;and
e otherforms of unlawful processing.

Access to personal information is restricted to individuals who need it for legitimate school purposes.
Staff receive appropriate data protection and information security training.
The school regularly reviews:

e access permissions;

¢ information systems;

e security arrangements;

e dataprotection procedures;
e third-partyservices;and

e staff awarenessandtraining.

Where a personal data breach occurs, the school will follow its data breach procedures and will report the
breach to the ICO where required.

18. How long we keep information

The school does not retain personal information indefinitely.

Information is retained in accordance with the school's Records Management and Retention Schedule and
relevant statutory requirements.

Different categories of information may have different retention periods.

We will periodically review information held and securely delete or destroy informationthatis no longer
required, unless thereis a lawful reason for retainingit.

The previous blanket retention statementof retainingall pupil information until 31 August of the year in
which a pupil reaches 25 hastherefore been replaced by the school's current retention schedule.

19. International transfers

Where personal informationis transferred outside the United Kingdom, the school will ensure that the
transferis lawful and that appropriate safeguardsarein placein accordance with applicable data

protection legislation.

Thisincludes considering the location of cloud services and educational technology providers used by the
school.
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20. Children's privacy

Thornton Primary School recognises that children have data protection rightsin their own right.

We will provide informationabout privacy in a way thatis appropriate to pupils'age, understandingand
individual needs.

We will encourage pupils to understand:

e what personalinformationis;

¢ whyinformationis collected;

¢ howinformationshouldbe protected;

e what theyshould doif they are concerned about theirinformation; and
e how they can exercise their data protection rights.

Particular care will be taken when processinginformation relatingto children, includinginformation
concerningsafeguarding, SEND, health and wellbeing.

21. Your data protectionrights

Under data protection legislation, individuals may have rights including:

e therightto be informed about howtheirinformationis used;

e theright of access to personalinformation;

e therightto have inaccurate information corrected;

e therightto requesterasurein certain circumstances;

e therightto restrict processingin certain circumstances;

e therightto data portabilityin certain circumstances;

e therightto object to certain processing;

e rightsrelatingto automated decision-making and profiling; and

e therightto withdraw consent where consentis the lawful basis for processing.

Not all rights applyin every circumstance. Some rights are subject to legal exemptions and restrictions.

Where informationis processed because the school has a legal obligationoris performinga publictask, an
individual may not have the right to require the school to stop processing thatinformation.

22. Subject Access Requests

Individuals generally have the right to request access to the personal information the school holds about
them.
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Parents may, in appropriate circumstances, make a request relatingto theirchild's information. However,
the rights of the child will be considered, particularly where a child is sufficiently mature to understand
their own rights.

Requests should be made to the Data Protection Officer:

David Ashcroft, Headteacher
Email: head@thorntonprimary.lancs.sch.uk
Telephone: 01253 821128

The school will deal with requestsin accordance with the statutory requirements and applicable
exemptions.

23. Complaints and concerns

Thornton Primary School encourages anyone with a concern about the handling of their personal
information to contact the school in thefirst instance.

Concerns will be considered promptly and dealt with in accordance with the school's complaints and data
protection procedures.

Individuals also have the right to raise a concern with the Information Commissioner's Office (1ICO).
Information aboutmakinga complaintis availablefrom the ICO website:

https://ico.org.uk/concerns/

24. Changes to this Privacy Notice

This Privacy Notice will be reviewed at least annually and whenever there s a significant change to the way
the school processes personal information.

Where a significant change affects how individuals' personalinformationis used, the school will provide
appropriateinformationto affected individuals.

The school will continue to monitor updates from the Department for Education, Information
Commissioner's Office and other relevant bodies.

25. Further information

Furtherinformation aboutdata protectionin schoolsis available from the Department for Education:
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https://www.gov.uk/guidance/data-protection-in-schools

Furtherinformation aboutdata protectionrightsis available from the Information Commissioner's Office:

https://ico.org.uk/

Furtherinformation aboutthe Department for Education's use of pupil information is available through its
National Pupil Database Privacy Notice:

https://www.gov.uk/government/publications/national-pupil-database-npd-privacy-notice

26. Contact

If you have any questions about this Privacy Notice or how Thornton Primary School processes personal
information, please contact:

Mr David Ashcroft

Headteacher and Data Protection Officer
Thornton Primary School

Email: head@thorntonprimary.lancs.sch.uk
Telephone: 01253 821128

Signed: Mr David Ashcroft, Headteacher
Date: September 2026
Review Date: September 2027

To be agreed by the Staffing, Finance & Resources Committee on 03/11/2026
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